Yassine Ahddak
vassine.ahddak(@outlook.fr « 07.81.25.35.31 #¢ Sevran, IDF

LinkedIn ¢ Portfolio % Github

WORK EXPERIENCE
Exclusive Networks September 2022 — Present
Apprentice Cybersecurity engineer Boulogne-Billancourt, IDF

* Firewalls : Routing, VLAN, SDWAN, IPSec, Certificates, SSL. VPN, WAF, SSL Decryption, High Availability
o Configuration, administration, troubleshooting
o Fortinet, Palo Alto, PFSense
= Networks : DNS, DHCP, IPAM
o Configuration, administration, troubleshooting
o Infoblox, Cisco
* Monitoring & Threat Hunting : EPP/EDR, XDR, Threat Hunting, NGAV
o Configuration, administration, troubleshooting of Windows, Linux clients and Domain Controller,
simulation and mitigation of a ransomware attack
o Sentinel One
* Pentesting : Web (OWASP top 10), AD (SMB Relay Attack, LLMNR Poisoning, Kerberoasting, Token
Impersonation)
o TCM Security

OteriHack June 2022 — Present
Capture The Flag player Gennevilliers, IDF
* EBuropean Cyber Cup 2022

*  Purple Pill 2022 & 2023

* HackSecuReims 2023

= Stranger Case CTF 2022

*  DaVinciCTF 2023

ADCOSOFT Aot 2021 — Septembre 2022
Deéveloppenr Full Stack Remote
* Adding new features to the company intranet (Python, PHP, JS, JSON, XML, XSL)

* Creation of chatbots with PHP and Telegram API

* Automatisation of services in Python with API calls and data management with JSON

EDUCATION
Oteria Cyber School Septembre 2022, Present
Master Expert Technigue de la Cybersécurité Gennevilliers, IDF

= Systems and Networks, Python, Windows & Linux Administration, Virtualization & Containerization, SOC
Network Monitoring & alerts management (Zeek, ELK Stack), Web Pentest, risk analysis (EBIOS RM),
Cryptography, Web development (client/server)

CERTIFICATIONS, SKILLS & INTERESTS

* Certifications: Professional Junior Penetration Tester (TCM Security), Certified CyberDefenders (soon)
= Skills: Hard worker, team worker, good listener, problem solving
* Interests: Books, Calisthenics, Self-development



mailto:yassine.ahddak@outlook.fr
http://www.linkedin.com/in/yassine-ahddak
https://yassine-ahddak.github.io/Portfolio
https://github.com/Yassine-Ahddak

